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PURPOSE

This document was created to assist JSE Employees in connecting to the JSE’s secure vpn using Cisco’s AnyConnect agent.

Note this guideline was created to document the connectivity process for JSE Employees only
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CONNECTIVITY PROCESS

Step 1 - Connecting to the JSE’s VPN

@ Cisco Secure Client — X

AnyConnect VPH:
Ready to connect. To connect to the JSE’s VPN please click

on ‘Connect’. The server address should

| securevpn.jse.co.za

be ‘securevpn.jse.co.za’

ISE Posture:
System scan not required on current Wi-Fi,

Scan Again

Umbrella:
Umbrella is active.

o MO el

You will be prompted with the following screen requesting you to enter your credentials. Please enter your credentials provided
by the JSE and click ‘Next’. Please note that you will be required to enter the fully qualified username e.g. yourusername@jse.co.za

(4]
50z For the sign in details please enter your
<= JSE issued username (Note the
Signin .
9 requirement for the full JSE username to
yourusername@jse.co.za . . .
include @jse.co.za) and click ‘Next’
Can't access your account? :
Q Sign-in options
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At this point you will be requested to enter the password for your JSE username and to click ‘Sign in’ to continue

IS

& yourusername@jse.co.za

Enter passwo I'd Enter your JSE AD password and click on

‘Sign in’ to continue
<
eee00c000000000e <=

Forgot my password

s o

You will now be prompted to validate your request with two factor authentication. Please confirm your login request on your
mobile device using the default approval process configured for your handset, being a once time pin, a phone call to validate, or
to use the Microsoft Authenticator application.

At this point of the sign in process you are
requested to approve your sing in request
TR via the Microsoft Authenticator app on
. . your mobile device. For security purposes
Appl’OVE signin request the feature ‘Don’t ask again for 14 days’
© Open your Microsoft Authenticator app and has been disabled.
approve the request to sign in. Note: If you do not have this option

D Don't ask again for 14 days available to you on your mobile device

_ please follow the link 'l can’t use my
| can't use my Microsoft Authenticator app right now
Microsoft Authenticator app right now’ to

More information

select an alternative method of
authentication.
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JS= If you have successfully authenticated you
will be presented with this window. For

youruserame@jse.co.za

security purposes the options to ‘Stay

i in? . . .
Stay Slgned In: signed in?’ has been disabled.
Do this to reduce the number of times you are asked Please click on ‘No’ to proceed
to sign in.

D Don't show this again

No Yes <=!=I

Step 2 — Endpoint compliance

In order to provide you access to the JSE’s network your Cisco AnyConnect agent will execute a series of application control
validations to determine if your machine is compliant. If your machine is not compliant it will update the missing component and

will provide an estimation how long this remediation activity will take.

'ﬁs‘ Cisco AnyConnect Secure Mobility Client — X

o VPN:
Connected to securevpn.jse.co.za.

SeCurevpn.jse.co.za Disconnect

00:00:57 (23 Hours 59 Minutes Remaining) Pv4

ﬁ System Scan: If you partially comply to the JSE standards and are

Updating requirement 1 of 1. . missing one of the required security agents, the system

e [ 30% Scan Again will execute an automated install to mitigate this and
bring the laptop back into compliance. Please be patient

Time Remaining: 14 Minutes Cancel . . .
and allow this to complete else you will not be provided
o o ] network access. Should any of these remediation
activities fail please contact log-it@jse.co.za requesting
@ Cisco AnyConnect Secure Mobility Client — [m] . .
Al System Sean — - support for endpoint vpn issues.
Time Remaining:
1 Update(s) Required 14 Minutes

Action Required to Enable Access

Updates are needed on your device before you can join the network.

OBSRVE IT is not running please turn on

More Details N
Updates Status
Required
1 - JSE OBSERVE-IT Working
Page 6 of 7

JSE VPN user guide


mailto:log-it@jse.co.za

Once the above has is complete your endpoint will have the appropriate access to the JSE’s network.

"ﬁ. Cisco AnyConnect Secure Mobility Client ves X
If / or once your laptop is compliant you
will note this pop-up window on the

bottom right corner informing you that

¥ Cisco AnyConnect
Metwork access allowed.

gs M Focus  EE TR @ - ¥ TR your network access is allowed
7:05 AM
oy == i
& T oo @
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